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What is a NGFW?

- Typical Firewall Features

- Application Visibility & Control
- Integrated Network IPS

- Extra Firewall Intelligence



Other “next-generation” firewalls fix some problems but
create new ones

They’re only app-focused. . They can’t help you once you’ve

been breached...
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They’re another silo to manage.. i

Acceptable use NGFW DDoS Sandbox
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Cisco Firepower NGFW is a complete solution

Cisco Firepower™ NGFW

e I

Y o 2 M

Stop more Gain more Detect earlier, Reduce WHTerpauus
threats insight act faster complexity

Threat Focused Fully Integrated

‘tsco’ Elcore | elkoby .




NGFW = Cisco + Sourcefire
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ASA and FirePOWER — Better Together

- Cisco ASA

Best-of-breed stateful inspection firewall

. Applles NAT to embedded application protocol data
- Integrates with many other solutions, including: Unified Communications

technologies, Active Directory, etc.

- Acts as a VPN termination: Site-to-site, remote access, and clientless VPN

- FirePOWER

URL filtering

. Appllcatlon visibility and control (AVC)
- Threat protection (NGIPS) and Advanced Malware Protection (AMP)

CIsco
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Firepower Threat Defense (FTD) Software

Firepower Threat Defense

ASA with Firepower
Services

Firepower (L7

Threat-Centric NGIPS
AVC, URL Filtering for NGFW

Single Converged OS

Full Feature Set

Py X
@ )(o0) (D

Advanced Malware Protection

ASA (L2-L4)

L2-L4 Stateful Firewall
Scalable CGNAT, ACL, routing
Application inspection

Firewall URL Visibility Threats

Continuous Feature
Migration

Firepower Management
Center (FMC)*

cisco  Elcore | elko.by * Also manages Firepower Appliances and FirePOWER Services (not ASA Software)



Feature Comparison: ASA with Firepower Services and
Firepower Threat Defense

Features Firepower Threat Defense Firepower Services for ASA
Routing +NAT (OSPF, BGP, Static, RTP/,Multicast, EIGRP/PBR (OSPF, BGP, EIVGRP, static, RIP,
" via FlexConfig) Multicast)
|"':J OnBox Management v v
E HA (Active/Passive) v v
EI Clustering (Active/Active) v v
? | site to Site VPN v v
Policy based on SGT tags v v
" Unified ASA and Firepower rules andobjects v X
L
% Hypervisor Support (AWS, VMwa“:‘/KVM' Azure 6.2) X
E Smart Licensing Support v X
"5" Multi-Context Support X(Coming Soon!) v
Remote Access VPN v (6.2.1) v
‘tsco’ Elcore | elkoby




NGFW Portfolio
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Cisco NGFW Product Portfolio

FPR2110
FPR2120
FPR2130
FPR2140

v s
|
1

FPR4110 FPR9K-SM-24

ASA 5506-X ASA 5508-X FPR4120 FPROK-SM-36
ASA 5516-X FPR4140 FPROK-SM-44
FPR4150
ASA 5555-X
ASA 5545-X
ASA 5525-X
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Cisco NGFW Product Portfolio

ASA 5500-X with
FirePOWER Services

* Small businesses, branch
offices, distributed
enterprises

* Firewall throughput and
threat inspection from 256
to 1750 megabytes

e Stateful firewall,
AVC, NGIPS, AMP,
URL filtering

€lcore | elkoby

Cisco Firepower
2100 Series

* Internet edge to small data
center environments. Better
security, more visibility

* Firewall throughput and
sustained performance with
threat inspection from 2.0
to 8.5 gigabytes

e Stateful firewall, AVC,
NGIPS, AMP, URL filtering

Cisco Firepower
4100 Series

Internet edge,
high-performance
enterprise environments

Firewall throughput and
threat inspection from
20 to 60 gigabytes

Stateful firewall, AVC,
NGIPS, AMP, URL filtering,
DDoS (Radware vDP)

Cisco Firepower 9300
Security Appliance

Service provider,
data center

Firewall throughput up to
225 gigabytes and threat
inspection up to 90

gigabytes

Firewall, AVC, NGIPS,
AMP, URL filtering, DDoS
(Radware vDP)



NGFW — HekoTOpble pyHKL NN



Ba)XXHOCTb KOHTEKCTa f;?eSIGHTW
NoHnmaHmne cBoen MHPPACTPYKTYpPbI

B 2 ¢ 0
@ < 08 s .
Y Services Applications Users Hosts Communications
Vulnerabilities
= The FireSIGHT ncnonbayeT pyHKkunoHan network
discovery ana MoHUTOpPUHra ceTeBoro Tpaduka n
CeHcopbl - ASA NOCTPOEHUA KapTbl CETU
[NaccnsHoe = YnpasndemMble YCTPOUCTBa NAacCMBHO cobupatoT
obHapyKkeHue MHdopMaumto, pacnodHasada Tunel y3nos, OC, MO,
OTKPbITblE MOPThl U T.4. U MHPOPMUPYIOT 06 3TOM
_ Firepower Management Center
FireSIGHT -
cYcTemMa ocBefoMIIeHNs, = User Agents Ha Microsoft Active Directory nepecbinatoT
B peXnme pearibHoro BpeMeHu, nHgopmaumo 06 LDAP ayTeHTUdMKaummn nonb3osareneu

MHdopMaumm 06 MHppacTpyKType
= NHpopmauna no cbopy MOXeT BbITb paclumpeHa 3a cHeT

cisco’  Elcore | elkoby NetFlow, ckaHnpoBaHua 1 Ap. METOA0B



OTnuuntenbHbIe 0CO6EeHHOCTU — NpuopuTesauuns yrpos

= [TpnopuTtesaums yrpos, onmpasiCb Ha KOHTEKCTHYO MHopmaLmio 06 aTakyemblx y3nax

* KMcnonb3oBaTb KOHTEKCT coBepleHnda atakm ansa otaesieHnsa Ba*XHbiX coObITUM OT
HeBaXXHbIX, OJ114 Npuopmte3aunm yCI/IJ'II/Il7I cneunanucToB no 6e3onacHoOCTN Nno OTpaXeHu

yrpos

' MeXAy KOHTEKCTOM U yrpo3ammu

alaln OueHka BpeaoOHOCHOro BO3AeNCTBUA

cisco  Elcore | elkoby



OTnuuuTenbHbIe 0COOEHHOCTU - KOppensauusa coobITUN
3dlinTa OT MYJIbTUBEKTOPHbIX aTakK

. MyﬂbTI/IBeKTOprIe yrpo3bl - UCNOJIb3YHKOT AOJ1A BTOPXEHUA Cpaldy HECKOJIbKO cnoco6oB
NPOHNKHOBEHNA

=  Kakably Takom crnocob MOXET XapaKkTepu3oBaTbCs COBLITUAMU, KOTOPbIE MO
OTAENbHOCTU HE NPEACTaBNAT UHTEpPeca N MMEKT HU3LWKnK npuoputet. OgHako B
COBOKYMHOCTW 3TU COBLITUA MOryT O3Ha4YaTb CEPLE3HYIO LiefieHanpaBneHHy yrposy

NS MeXay BeKTopamMu aTaku

cisco Elcore | elkoby PaHHee npeaynpexaeHne 0 COBPEMEHHbIX TUNAX !



OTnnyutenbHble 0COOEHHOCTU — aAanTupyemocCTb
ANHaAMMN4YecKue mexaHn3mbl 6e30nacHOCTHU

ABTOMaTU3aLMN HACTPOEK CUTHATYP U NpaBun B NoNnTuke 6esonacHocTu (3To genaercs
Ha 6a3e aHanM3a ceTeBOro U NPUKNagHoro Tpaduka U pacno3HaBaHUS UCMONb3yeMbIX B
CETW Y3N0B, YCTPOWCTB, MPOTOKOMNOB, NPUMNOXEHUI, ONepaLMOHHbIX CUCTEM U Ap.)

[MonnTnku MOryT AaMHaMmn4eCckn agantTmpoBaTtbCA B 3aBUCUMOCTU OT UIBMEHEHUA CUTYaU NN
B CETU — NoABJ1IEHNA HOBbIX CEPBUCOB, Y3J10B, nonb3oBaTenen U, KOHEYHO, Xe yrpos

(Me MexaHn3Mbl 6e3onacHoOCTHU

‘Qsco’ Elcore | elkoby
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NGFW Capabillities
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Get real-time protection against global threats
Talos

TdLOS

Threat Intelligence * Security Coverage * Research Response
D Endpoints ®
ill: y N
1.5 million daily maiware samples “ 250+
WWW  Wweb
P Researchers
- ‘;',5// Networks
600 billion daily email messages
Operations
16 billion daily web requests Devices

Identify advanced threats Get specific intelligence Catch stealthy threats Stay protected with updates

‘cisco  Elcore ’elko by



Features

Cisco Collective Security Intelligence Enabled

=l )

A A
) I
=

: Intrusion
Clustering & Prevention

High Availability  gypscription) FireSIGHT
Analytics &

D=|| Automation

: Application
Network Firewall Visibility &

Routing | Switching Control

Cisco ASA

cisco  Elcore | elkoby
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Advanced
\YEWEIE
Protection
(Subscription)
- __'_'Q_ Q 4\
) D)

Built-in Network |gentity-Policy
Profiling Control & VPN

URL Filtering
(Subscription)




Provide next-generation visibility into app usage
Application Visibility & Control

Cisco database G’
'4,000"‘ apps 'O'Iﬁ
* 180,000+ wicro-apps Network & users i

%] %] 1%
Be Be Beo

@ o OpenAppID
0o @ LN
Prioritize traffic } ‘ ||

See and understand risks Enforce granular access control Prioritize traffic and limit rates Create detectors for custom apps

'clulsc':lc; Elcore ’ elkoby




Extend AVC to proprietary and custom apps
OpenApplD

Open-Source

Self-Service

Easily customize application detectors Detect custom and proprietary apps Share detectors with other users

‘cisco  Elcore ’elko by



Block or allow access to URLs and domains
Web controls

- - =
P securityfeeds ________ (Cisco URL Database
URL | IP | DNS
7
Q B NGRW r
Filtering ~ Safe Search @ m

il " bling
'}

Allow Block
I Allow Block

DNS Sinkhole Category-based A N
Policy Creation (+) Admin

Classify 280M+ URLs Filter sites using 80+ categories | Manage “allow/block” lists easily Block latest malicious URLs

‘Gsco Elcore | elkoby




Understand threat details and quickly respond
Next-Generation Intrusion Prevention System (NGIPS)

Data packets

I

I

I

I

UTUTITOTO0T |
010 p |
010001101 |
N10010.10 10 I
I

I

I

I

I

Blended threats

o)

A
Communications
(] =
a 9 E

profiling

* Phishing

attacks

- —
ol
/
| \
\ é% 1
\E[JE/
\‘~ _.’

* Network

* Innocuous

payloads

* Infrequent

callouts

ISE
&
© &
Prioritize Automate
response policies
\{;'5:—/ Block

&

Accept

=

Scan network traffic Correlate data Detect stealthy threats Respond based on priority
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File Control (koHTpONnb No Tnnam c¢pannos)

naeHTudunKaumns n brnoknposaHme pannos no Ux Tmnam

Application Protocol | Any

Direction of Transfer Any

File Type Categories

|||||l|||
Cisco

|¥] Office Documents

V] Archive

[ Multimedia

[¥] Executables

PDF files

["] Encoded

[ Graphics

[] System files

[7] Dynamic analysis Capable

Elcore | elkoby

w

Action * Block Malware
" Detect Files

X Block Files
* Malware Cloud Lookup
* Block Malware

File Types

L 4]

Spero Analysis for MSEXE Store Files

[ bynamic analysis O malware [

Reset Connection O Unknown ¥
O clean [l
O custom @

Selected File Categories and Types

4 Search name and description

| Cateagory: PDF files

All types in selected Categories

7Z (7-Zip compressed file)

ACCDB (Microsaft Access 2007 file)
AR] (Compressed archive file)
BINARY_DATA (Universal Binary/la\
BINHEX (Macintosh BinHex 4 Comp
BZ (bzip2 compressed archive)
CPIO_CRC (Archive created with t
CPIO NFWCC (Archive created with

G »

Category: Executables
Category: Archive

Category: Office Documents
Add

@ @@



Security Intelligence
ANHaMn4yeckue “yepHblie CNUCKU”

MOXHO Ha3Ha4yuTb NONUTUKY bunbTpauum Security Intelligence - noctosiHHO oB6HOBNAEMbIE
cnnckn IP agpecoB cnaMMepoB, LLEHTPOB BOTHETOB, OTKPbITLIX Proxy u T.4.

BblOMpaTb M3 UMEILWINXCS CNUCKOB, MO0 3arpy3nTb CBOM COOCTBEHHbIE CMUCKK
duneTpauun n3 danna, nmbo ykasatb cucteme URL, oTkyaa aTu cnnckm 3abupatb
nossgonder He ob6pabaTbiBaTb [OOBEPEHHbIN Tpaduk un BMoKMpoBaTb M3HAYaNbHO

-
B peﬂo H OCH bl VI ) iew PISITl Devices Objects  FireAMP

Blacklist (13} Access Control  Intrusionv ~ Files  NetworkDiscovery  Application Detectors  Users  Comelation  Actions ¥

g Global Blacklist (Any Zone) x Inline Acces Policy © Cancel o Save and Appt
e Attackers (Any Zone) X G LA Access-policy for Inline installstions
& Bogon (Any Zone) %G Rules  Targets (1) @\ telRige: a HTTP Responses  Advanced
Available Objects & @ Available Zones & Whitelist (1) Blackiist (11)
g’ Bots (Any Zone) XG . \me o va " Global Whitelist (any Zone. [ 4§ G ne: X &
& Cnc (Any Zone) X O 7 Attackers " X a
. - o B we X a
=) Google-Monitor (Any Zone) X G = ae X &
=/ Google-Not (Any Zone) X G & Fe X8
= = & L X8
& Malware (Any Zone) X O o & o 'y
! Open_proxy (Any Zone) X G wo X8
" e X0
r8' Open_relay (Any Zone) X G s X &
& Phishing (Any Zone) ® G o= xa
Fg" Spam (Any Zone) x Ij,l
& Tor_exit_node (Any Zone) X G

cisco Elcore elko.by'




Uncover hidden threats at the edge
SSL decryption engine

SSL NGIPS AVC Enforcement http://www.%$*#$@#$.com

decryption engine decisions
http://www.%$*#$@#$.com
l http://www.%$*#$@#$.com

_>® http:/Awww. %$*#$@#$.com

http://www.%$&*#$@#$.com

http:/ww.%$*#$@#$.com

200
L http:/ww.%$*#$@#$.com
gambling
A A—

N http:/Mww.%$*#$@#$.com

I http://www.%$*#$@#$.com
mit T >@ http:/mwww.%$*#$@#$.com
http://www.%$*#$@#$.com
> 0

Log

208

http://Www.%$&*#S@#$.COM =t I

Encrypted Traffic

€32

aonsoanBBOObB

Decrypt 3.5 Gbps traffic over Inspect deciphered packets Track and log all SSL sessions

five million simultaneous flows

‘tsco’ Elcore | elkoby



Uncover hidden threats in the environment
Advanced Malware Protection (AMP)

File Reputation m File & Device Trajectory

Endpoint Log Network Log
)

83
|j!v B ()

Threat Grid Sandboxing Threat Disposition I A s g
* Known Signatures « Advanced Analytics ) ) —
* Fuzzy Fingerprinting ﬁ - Dynamic analysis Uncertain sale Risky

breat intoll Enforcement across
+ Indications of compromise Threat intelligence Sandbox Analysis all endpoints

Block known malware Investigate files safely Detect new threats Respond to alerts

‘Gsco Elcore | elkoby
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OOHapyxeHue BpegoHOCHOro koga ¢ nomouwbo AMP

dunbTpaUusa No penytauum NoeeneH4eckoe obGHapyxeHue

TouHas HeueTkne MawwwnHHoe Mpu3Hakm OvHamunyeckn  PacwvpeHHasa Koppenaums
curHatypa  OTnevartku oby4yeHue BTOPXXEHUS n aHanuTuka MOTOKOB
(noxoxwue anemeHTbl (aTpubyThbl (noBegeHne B aHanua (OT pasHbIx
danna) ganna — 400 cetn) (neco4vHnua) YCTPOWCTB
L) 6e3onacHocTn)



The AMP Everywhere .
Architecture AMP

AMP Protection Across the Extended Network  Threat Intelligence
for an Integrated Threat Defense Cloud

Remote Endpoints

AMP for Endpoints

f PRIVATE

Threat Grid -
on Firepower NGIPS Malware Analysis + Threat AMP Private Cloud
Appliance Intelligence Engine Virtual Appliance
(AMP for Networks)

) ) AMP on Web and
co® ASA Firewall Security Appliances

AMP for Endpoints
Frepower Services

0 ¢ W =«

CentOS, Red Hat
Windows OS  Android Mobile  Virtual MAC OS Linux for servers
and datacenters

AMP for Endpoints can be
launched from AnyConnect

“tisco Elcore | elkoby




FireAMP

Overview ILUELTSTE Policies Devices Objects

@ Healkh System Help+ admin =

Context Explorer Connections = Intrusions

Network File Trajectory for 0517f034...588e1374

File SHA-256 0517F034...5881374 &
Fila Nama WindowsMadiaInstaller gxe
File Type MSEXE
File Category Executables
Current Disposition 'l,'} Malware o d
Threat Score eee High &
Trajectory
Dac 06,
2013
10:57 1740 18:06 18:10 18:14 18:17
10.4.10.183 @ 3 5
10.5.11.8 O &) & 8 @
10.3.4.51 G @
10.5.60.66 ™ &
Evants [::] Transfer Q Block [E:] Create G Move [E:] Execute

Dispositions () unknown ¥ Matware () Clean () Custom 7 Unavailable

Events

Files » Matwork File Trajectory Hosts = Users

Vulnerabilities »

First Sean

Last Sean

Event Count

Seen On

Seen On Breakdown

B Refrospective @ Quarantine

Correlation = Custom = Search

2013-12-06 10:57:13 an ﬂw
2013-12-06 18:17:27 on &4 10.4.10.183
r

4 hosts

2 senders -+ 3 receivers

2013-12-06 10:57:13 REtrospectiv.,

2013-12-D6 17:40:28 Transfer 10.4.10.183 10.5.11.B
2013-12-D6 18:06:03 Transfar 10.5.11.8 10.3.4.51
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.50.66
2013-12-06 18:14:10 Retrospectiv.,

2013-12-D6 18:14:23 File Quaranti... 10.5.11.B
2013-12-D6 18:17:27 Transfer 10.4.10.183 10.5.11.8

Malwa..
‘WindowsMedialnstaller._. Unkn...
WindowsMadialnstaller, Unkn
WindawsMedialnstaller._.  Unkn...

Malwa,.
WindowsMadialnstallar. .  Malwa..
‘WindowsMedialnstaller._. Malwa..

Malware Claud L. HTTP Firefax Retrospective Event, Fri Dec 6 .
MNetBIOS- Raotrospective Event, Fri Doc &
MetBIOS-... Retrospective Event, Fri Dec 6
Malware Block HTTP Firefax



TN Analysis

Policies Devices

FireAMP

Objects

@ Health System Helpv admin ¥

Context Explorer

Connections =

Intrusions =

Users » Vulnerabilities »

Files » Matwork File Trajectory

Hosts »

Network File Trajectory for 0517f034...588e1374

Correlation = Custom = Search

File SHA-256 0517F034...5881374 & First Sean 2013-12-06 10:57:13 on =8 10.4.10,183
Fila Nama WindowsMadialnstallar axg Last Sean 2013-12-06 18:17:27 on B 10.4.10. 183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {F Malware & Been On Breakdown 2 senders - 3 réceivers
Threat Score eee High &
Trajectory
Dac 06,
2013
10:57 1740 18:06 18:10 18:14 18:17
10.4.10.183 3 Q
10.5.11.8 =3 (&
10.3.4.51 Yime 2013-12-06 17:40:28
10.5.60.56 Event Type File Sent
IP Address ®J 10.4.10.183 . .
SentTo i 10.5.11.8 An unknown file is present on
Ewvants ) Transfe . o i
File Name Window IP: 10.4.10.183, having been
Dispositions VT Disposition ) Unknown a
Action Mahars Cloud Logiain downloaded from Firefox
Application Protocol | | HTTP
Events Client —‘ Firefox
Time  — [ Client Web Ap... Description
2013-12-06 10:57:13 Ratrospectiv Malwa
2013-12-D6 17:40:28 Transfer 10.4.10.1B3 10.5.11.8 WindowsMedialnstaller. Unkn... Malware Claud L HTTP Firefox Retrospective Event, Fri Dec &
2013-12-06 18:06:03 Transfar 10.5.11.8 10,3.4.51 WindowsMadialnstaller, Wrikn MetBIOS Ratrospective Event, Fri Dec &
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMadialnstaller, Unkn... MetBIOS-... Retrospective Event, Fri Dec &
2013-12-06 18:14:10 Retrospectiv, Malwa
2013-12-D6 18:14:23 File Quaramnti... 10.5.11.B WindowsMadialnstallar, Malwa,
2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11 WindowsMedialnstaller. Malwa. Malware Block HTTP Firefax



Overview WELENU-TE Policies Devices Objects

FireAMP

® Health System Helpv admin v

Context Explorer

Connections =

Intrusions =

Files » Matwork File Trajectory

Network File Trajectory for 0517f034...588e1374

Hosts » Users »

Vulnerabilities »

Correlation =

Custom = Search

File SHA-256 0517F034... 58821374 & First Seen 2013-12-06 10:57:13 on =8 10.4.10,183
Fila Nama WindowsMadialnstallar axg Last Sean 2013-12-06 18:17:27 on B 10.4.10. 183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {F Malware & Been On Breakdown 2 senders - 3 réceivers
Threat Score eee High &
Trajectory
Dac 06,
2013
10:57 1740 18:06 18:10 18:14 18:17
10.4.10.183 3 Q
10.5.11.8 &3 &
10.3.4.51 £
10.5.60.66 Time 2013-12-06 17:40:28
Event Type File Received
IP Address m 10.5.11.8 . .
Ewvants Transfe n? .
Rt e s LS e At 10:57, the unknown file is
Dispesitians () Unknauw File Name WindowsMedialnstaller.exe from IP 10.4.10.183 to IP:
Dispositi Unknown
Action war 105118
Events % "
Application Protocol HITP
Time ] Client || Firefox ' File Mame Digp... Action Protocal Client Web Ap... Description
Z013-12-06 10:57:13 Retrospectiv, Malwa
2013-12-D6 17:40:28 Transfer 10.4.10.1B3 10.5.11.8 WindowsMedialnstaller. Unkn... Malware Claud L HTTP Firefox Retrospective Event, Fri Dec &
2013-12-06 18:06:03 Transfar 10.5.11.8 10,3.4.51 WindowsMadialnstaller, Wrikn MetBIOS Ratrospective Event, Fri Dec &
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMadialnstaller, Unkn... MetBIOS-... Retrospective Event, Fri Dec &
2013-12-06 18:14:10 Retrospectiv, Malwia
2013-12-D6 18:14:23 File Quaramnti... 10.5.11.B WindowsMadialnstallar, Malwa,
2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11 WindowsMedialnstaller. Malwa. Malware Block HTTP Firefax



TN Analysis

Policies Devices Objects

FireAMP

® Health System Helpv admin v

Context Explorer

Connections =

Intrusions =

Files » Matwork File Trajectory Hosts » Users » Vulnerabilities »

Network File Trajectory for 0517f034...588e1374

Correlation =

Custom = Search

File SHA-256 0517F034...5881374 & First Sean 2013-12-06 10:57:13 on =8 10.4.10,183
Fila Nama WindowsMadialnstallar axg Last Sean 2013-12-06 18:17:27 on B 10.4.10. 183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {F Malware & Been On Breakdown 2 senders - 3 réceivers
Threat Score eee High &
Trajectory
Dac 06,
2013
10:57 1740 18:06 18:10 18:14 18:17
10.4.10.183 3 Q
10.5.11.8 &3 &)
10.3.4.51 3
10.5.60.566 3
Time 2013-12-06 18:06:03
e ey S S e N8 et Seven hours later the file is
Dispositions U ricvwer D- M: IP Address =i 10.3.4.51 o
Received From 1 10.5.11.8 then transferred to a third
File Noame WindowsMedialnstaller.exe : ;
Events device (10.3.4.51) using an
Disposition Unknown . .
Time Event Tyy Action SMB application Web Ap... Description
2013-12-06 10:57:13 F—— Application Protocol | NetBIOS-ssn (SMB Mailwa
2013-12-D6 17:40:28 Transfer 10.4.10.1B3 10.5.11.8 WindowsMeadialnstaller. Unkn... Malware Claud L HTTP Firefox Retrospective Event, Fri Dec &
2013-12-06 18:06:03 Transfar 10.5.11.8 10,3.4.51 WindowsMadialnstaller, Wrikn MetBIOS Ratrospective Event, Fri Dec &
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMadialnstaller, Unkn... MetBIOS-... Retrospective Event, Fri Dec &
2013-12-06 18:14:10 Retrospectiv, Malwia
2013-12-D6 18:14:23 File Quaramnti... 10.5.11.B WindowsMadialnstallar, Malwa,
2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11 WindowsMedialnstaller. Malwa. Malware Block HTTP Firefax



Overview ECUEUYSEE Policies Dewices Objects FireAMP ® Health System Helpw

admin =

Context Explorer Connections = Intrusions = Files » Matwork File Trajectory Hosts » Users » Vulnerabilities » Correlation = Custom = Search

Network File Trajectory for 0517f034...588e1374

File SHA-256 0517F034...5881374 & First Sean 2013-12-06 10:57:13 on =8 10.4.10,183
Fila Nama WindowsMadialnstallar axg Last Sean 2013-12-06 18:17:27 on B 10.4.10. 183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {F Malware & Been On Breakdown 2 senders - 3 réceivers
Threat Score eee High &
Trajectory
Dac 06,
2013
10:57 1740 18:06 18:10 18:14 18:17
10.4.10.183 3 Q
10.5.11.8 &3 &)
10.3.4.51 3
10.5.60.56 RO
Events Tranzfe Bilock Time 2013-12-06 18:10:03 rfizpect ) ; . .
I o Event Type File Received The file is copied yet again
ispositions Unkmawr Malware g
a 1P Address S 10.5.60.66 onto a fourth device
Received From = 10.5.11.8
Events T A (10.5.60.66) through the same
a— Svart Type | e Disposition () Unknown . SMB application a half hour Web Ap... Dascription
Action
2013-12-06 10:57:13 REtrospectiv Application Protocol ] NetBIOS-ssn (SMB later
2013-12-D6 17:40:28 Transfer 10 M'dla]n' Retrospective Event, Fri Dec &
2013-12-06 18:06:03 Transfar 10.5.11.8 10,3.4.51 WindowsMadialnstaller, Wrikn MetBIOS Ratrospective Event, Fri Dec &
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMadialnstaller, Unkn... MetBIOS-... Retrospective Event, Fri Dec &
2013-12-06 18:14:10 Retrospectiv, Malwia
2013-12-D6 18:14:23 File Quaramnti... 10.5.11.B WindowsMadialnstallar, Malwa,

2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11 WindowsMedialnstaller. Malwa. Malware Block HTTP Firefax



Overview ECUEUYSEE Policies Dewices Objects FireAMP @ Health System Helpv admin

Context Explorer Connections = Intrusions = Files » Matwork File Trajectory Hosts » Users » Vulnerabilities » Correlation = Custom = Search

Network File Trajectory for 0517f034...588e1374

File SHA-256 0517F034... 58821374 & First Seen 2013-12-06 10:57:13 an = 10.4.10,183
Fila Nama WindowsMadial nstaller gxe Last Sean 2013-12-06 18:17:27 on B9 10.4.10. 183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {F Malware & Been On Breakdown 2 senders - 3 réceivers
Threat Score ses High &
Trajectory

Dac 06,

2013

10:57 1740 18:06 18:10 18:14 18:17
10.4.10.183 & ¥
10.5.11.8 1 1 1

’ Y § g The Cisco Collective Security
10.3.4.51 0
R Y5 Time 2013-12-06 18:14:10 Intelligence Cloud has learned
Event Type Retrospective Event this file is malicious and a
Events Transte pock (D cese  Disposition {3 Malware i retrospective event is raised
Dispositions () Unknown  {_} Malware Action for all four devices
immediately.

Events
Time Event Type Sending IP Receiving IP File Mame Digp... Action Protocal Client Web Ap... Description
Z013-12-06 10:57:13 Retrospectiv Malwa
2013-12-D6 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller. Unkn... Malware Claud L HTTP Firefox Retrospective Event, Fri Dec &
2013-12-06 18:06:03 Transfar 10.5.11.8 10,3.4.51 WindowsMadialnstaller, Unikn MetBIOS Ratrospective Event, Fri Dec &
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMadialnstaller, Unkn... MetBIOS-... Retrospective Event, Fri Dec &
2013-12-06 18:14:10 Retrospectiv Malwia
2013-12-D6 18:14:23 File Quaramnti... 10.5.11.B WindowsMadialnstallar, Malwa
2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller. Malwa Malware Block HTTP Firefax



Overview ECUEUYSEE Policies Dewices Objects FireAMP @ Health System Helpv admin

Context Explorer Connections = Intrusions = Files » Matwork File Trajectory Hosts » Users » Vulnerabilities » Correlation = Custom = Search

Network File Trajectory for 0517f034...588e1374

File SHA-256 0517F034...5881374 & First Seen 2013-12-06 10:57:13 on =8| 10,4 10,183
Fila Nama WindowsMadial nstaller gxe Last Sean 2013-12-06 18:17:27 on B9 10.4.10. 183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {F Malware & Been On Breakdown 2 senders - 3 réceivers
Threat Score ses High &
Trajectory
Dac 06,
2013
10:57 1740 18:06 18:10 18:14 18:17
10.4.10.183 & ¥
10.5.11.8 & )
10.3.4.51 3 . . .
I St At the same time, a device with
- Time 2013-12-06 18:14:23 : :
_ _ the FireAMP endpoint
o Event Type File Quarantined connector reacts to the
wants Transfe B
o IP Address =i 10.5.11.8 : t' ¢ and
Dispositions Unknawr Malware Claan . i i r r 1V ven n
File Name WindowsMedialnstaller.exe _e ospec € event a
Events Disposition {} Malware |mmed|ately stops and
Action guarantines the newly detected
Time Event Type Sending IP =
= malware
2013-12-06 10:57:13 Ratrospectiv Malwa
2013-12-D6 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller. Unkn... Malware Claud L HTTP Firefox Retrospective Event, Fri Dec &
2013-12-06 18:06:03 Transfar 10.5.11.8 10,3.4.51 WindowsMadialnstaller, Unikn MetBIOS Ratrospective Event, Fri Dec &
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMadialnstaller, Unkn... MetBIOS-... Retrospective Event, Fri Dec &
2013-12-06 18:14:10 Retrospectiv Malwia
2013-12-D6 18:14:23 File Quaramnti... 10.5.11.B WindowsMadialnstallar, Malwa,
2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller. Malwa. Malware Block HTTP Firefax



Overview ECUEUYSEE Policies Dewices Objects FireAMP @ Health System Helpv admin
Context Explorer Connections » Intrusions = Filas » Network File Trajectory Hosts » Users » Vulnerabilities » Correlation = Custom » Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517F034... 58821374 & First Seen 2013-12-06 10:57:13 an = 10.4.10,183
Fila Nama WindowsMadialnstaller axa Last Sean 2013-12-06 18:17:27 on B9 10.4.10. 183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {F Malware & Been On Breakdown 2 senders - 3 réceivers
Threat Score eee High &
Trajectory
Dac 06,
2013
1057 17:40 18:06  18:10 18:14 18:17
10.4.10.183 3 Q
10.5.11.8 &3 &)
10.3.4.51 £ Time 2013-12-06 18:17:27 _
10.5.60.66 &5 Event Type File Sent 8 hours after the first attack,
1P Address =i 10.4,10,183 .
Blocked Recipient i 10.5.11.8 the Malware tries to re-enter
Events franster ) Biock @ ) Mave File Name WindowsMedalosialierexs  * ’ the system through the
; - . Disposition O Malware .. . .
[} t T M. C
ispesitiana o : S original point of entry but is
Application Protocol | HITP recognized and blocked.
Events Client | Firefox
Time Event Type Sending IP Recerving 1P Fie Mame [=TF T on
Z013-12-06 10:57:13 Retrospectiv Malwa
2013-12-D6 17:40:28 Transfer 10.4.10.1B3 10.5.11.8 WindowsMedialnstaller. Unkn... Malware Claud L HTTP Firefox Retrospective Event, Fri Dec &
2013-12-06 18:06:03 Transfar 10.5.11.8 10.3.4.51 WindowsMadialnstaller, Unkn MetBIOS Retrespective Event, Fri Dec &
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMadialnstaller, Unkn... MetBIOS-... Retrospective Event, Fri Dec &
2013-12-06 18:14:10 Reftrospectiv Malwa
2013-12-D6 18:14:23 File Quaranti... 10.5.11.8 WindowsMadialnstaller. Malwa,
2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller. Malwa. Malware Block HTTP Firefox



DDOS protection
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Firepower DDoS Mitigation is provided by Radware Virtual
DefensePro (vDP) Maximum Performance

Parameter

Maximum mitigation capacity/throughput

Maximum legitimate concurrent sessions

Maximum DDoS flood attack prevention rate

Parameter

Maximum mitigation
capacity/throughput
Maximum legitimate
concurrent sessions

Maximum DDoS flood
attack prevention rate

‘tisco’ Elcore | elkoby

Firepower 9300 with 1
Security Module

10 Gbps

209,000 Connections Per
Second (CPS)

1,800,000 Packets Per
Second (PPS)

Value for 41xx

10 Gbps

209,000 Connections Per Second (CPS)
1,800,000 Packets Per Second (PPS)

Firepower 9300 with 2 Firepower 9300 with 3
Security Modules Security Modules

20 Gbps 30 Gbps

418,000 Connections Per | 627,000 Connections Per

Second (CPS) Second (CPS)
3,600,000 Packets Per 5,400,000 Packets Per
Second (PPS) Second (PPS)




Radware vDP Availability on Cisco Firepower Running Either
ASA or FTD Software Image

Firepower ASA FTD vDP License Support:

el = sl e v v FPR-RVDP-10G
9300 — SM 36 « « FPR-RVDP-5G
9300 — SM 24 “ ¢ FPR-RVDP-2G
4150 ¢ « FPR-RVDP-1G
o « « FPR-RVDP-500M
FPR-RVDP-200M
4120 “ “
4110 X v

Purchase vDP licenses based on the amount of the client’s peak legitimate traffic flow

cisco  Elcore ’ elkoby 40



Expected ASA or FTD Image Performance with 6 of the Available
Cores Assigned to vDP

Firepower Expected Performance Pass Performance Criteria
FTD + vDP =21  vDP fixed at 6 cores

total cores
9300 — SM 36 91.7% ¢ - vDP may affect performance
9300 - SM 24 87.5% «  Percentage of remaining
4150 ; cores = Expected
93.2% « Performance
4140 91.7% « « Pass = Tested performance
was equal or better than
4120 87.5% « Expected Performance
4110 75.0% J (within error)

]
cisco  Elcore ’ elkoby .



Capacity vs. Licensing

Licensing is based on max peace time traffic

- Peace time traffic is a known value, attack
size is unknown

- If peak traffic is 2Gb, purchase a 2Gb clean

Inspection and mitigation capacity
- Capacity based on # cores assigned to the VM
- Fixed at 6 cores (1 management, 5 software)

- VDP @ 6 cores = 14Gb Inspection Capacity per Instance traffic license
- VDP 8.10 is 40% more efficient than previous version @ - 14Gb — 2Gb = 12Gb of DDoS Scrubbing on
10Gb Box

_ 2Gh IS

Clean Traffic License

Mitigation Capacity
~ 14Gb 5Gh [

Future: Ability to change # of cores assigned to VM

‘tsco’ Elcore | elkoby



NGFW Management



FirePOWER on ASAvs FTD

FirePOWER on ASA

Requires 2 software images

2 Operating Systems on same HW
2 management applications

FTD

Requires 1 software images

1 Operating Systems on same HW
1 management applications

‘tisco’  Elcore | elkoby

FMc I——HFirePOWER |

|

:ssll\)nM/CI.l ASA

FDM (on-box) . )
FMC (off-box) s> FTD unified Image




Cisco offers multiple management solutions

On-box, web-based Centralized management Cloud-based policy
management for multiple devices orchestration for multiple sites

Firepower Device Manager Firepower Management Center Cisco Defense Orchestrator

g T

@ it Wthan

=]
Consolidated Enhanced Easy Unified Scalable Intelligent Simple Efficient Streamlined
management control set-up insight management automation interface management user experience

el
cisco Elcore | elkoby



I: M C P | athrmS Virtual (2-10-25)

« Up to 25 sensors managed
10 million maximum events
250 GB event storage
Network map up to 50K hosts, 50K users

FMC1000 FMC2500 FMC4500

* Up to 50 sensors  Up to 300 sensors  Upto 750 sensors
managed managed managed

* 60 million maximum * 60 million maximum « 300 million maximum
events events events

* 900 GB event storage - 1.8 TB event storage « 3.2 TB event storage

* Network map up to 50K [+ Network map up to * Network map up to
hosts, 50K users 150K hosts, 150K users 600K hosts, 600K users

https://www.cisco.com/c/en/us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html

cisco Elcore elko.by'



https://www.cisco.com/c/en/us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html

NGFW Performance



Performance Details

]
CIsco

Elcore | elkoby

Features

Throughput
FW + AVC
(Cisco
Firepower
Threat

Defe nse}1

Throughput:
FW + AVC +
NGIPS
(Cisco
Firepower
Threat
Dlefense}1

LHTTP sessions with an average packet size of 1024 bytes

21024 bytes TCP firewall performance

Cisco Firepower Model

9300 9300 9300 9300

with with with with
1 SM- 1 SM- 1 SM- 3 SM-44
24 36 44 Modules

Module Module | Module

30 42 54 135
Gbps Gbps Gbps Gbps

24 34 53 133
Gbps Gbps Gbps Gbps

48



Perfo rm an C e Detal I S 1 HTTP sessions with an average packet size of 1024 bytes

21024 bytes TCP firewall performance

Features Cisco Firepower Model

2110 | 2120 | 2130 2140 | 4110 4120 4140 4150

Throughput | 2.0 3 4.75 8.5 12 20 25 30
FW + AVC Gbps @ Gbps | Gbps (Gbps | Gbps @ Gbps (Gbps | Gbps
(Cisco
Firepower
Threat
Defense}‘I

Throughput: | 2.0 3 4.75 8.5 10 15 20 24
FW + AVC + | Gbps | Gbps | Gbps | Gbps | Gbps Gbps | Gbps | Gbps
NGIPS
(Cisco
Firepower
Threat

alialn Defense}‘I

cisco Elcore | elkoby




Performance Details

e
cisco

Elcore | elkoby

Features

Throughput
FW + AVC
(Cisco
Firepower
Threat
Defense}1

Throughput:
FW + AVC +
MNGIPS
(Cisco
Firepower
Threat
Defense}1

Cisco ASA 5500-FTD-X Model

5506- = 5506W-
FTD- | FTD-X
X

250 250
Mbps Mbps
125 125
Mbps Mbps

5506H-
FTD-X

250
Mbps

125
Mbps

5508-
FTD-

450
Mbps

250
Mbps

5516-
FTD-

850
Mbps

450
Mbps

21024 bytes TCP firewall performance

5525-
FTD-

1100
Mbps

650
Mbps

5545-
FTD-

1500
Mbps

1000
Mbps

LHTTP sessions with an average packet size of 1024 bytes

5555~
FTD-

1750
Mbps

1250
Mbps

50



Performance Impact of Multiple Services

- Reduce the datasheet IPS throughput by:

- 30-45% for IPS + AVC
- 50-65% for IPS + AVC + AMP
- URL filtering does not significantly affect performance.

m|PS + AVC +AMP

= IPS + AVC

m|PS

‘tisco’ Elcore | elkoby



NGFW Deployment
use cases



Pick from many deployment modes
Firewall deployment modes

Inline or Passive Fail-to-wire NetMods Additional options

Inline Routed

L L -
101110

Transparent

NetMod

101110 —::—:—:—::— E
-----
|

T

NGFW interfaces in three modes firewall mode

‘tisco’ Elcore | elkoby




Secure your company’s internet edge

Security feeds
URL

IP Dynamic and Static NAT

High Availability
High Bandwidth

Y

SSL AVC
Decryption
Engine
@ = (@)| Allow
@ hary ol
- X
@ = Block
Stop threats at the edge ,
find and fix breaches, and Internet Firewall
increase throughput.

]
CIsCcoO

€lcore | elkoby

NGIPS

- 000 a0

@AMP file inspection
% AMP Threat Grid

DNS

=

[ —1
Www
=S =
[ —1

p—— —J
pund
—

118

DMZ

it

it

Private
Network



Protect your local data center at the edge

Prepare | Secure | Define policies Uncover threats | Respond | Remediate
Security feeds @ - .
AMP file inspection
URL | IP | DNS . Wi Tahili I - - &5 AVP Threat Grid P
High Availability T T 11
+ High Bandwidth I - - + Clustering
010110100101101101 g T 1 1]
» Support for North-South
ssL AVC NGIPS and East-West traffic
HR Decryption - . )
TrustSec Engine Financial
PY @ =) data
—
- )| Allow @
1M Finance @ hary ﬁ — == HR
— $# N «— =) data
° o = Block t
== In-house
4 ‘ DevOps E app
Reduce the company’s
attack surface and detect .
A s TeE Data Center Firewall Data Center
Edge Network

‘tisco’ Elcore | elkoby




Keep threats out of campus security domains

=== Firewall

Security feeds SSL AVC NGIPS @AMP file inspection
Decryption £5 AMP Threat Grid
URL | IP | DNS e Allow

=
010110100101101101 {&I Block RS
= ==
= ===
=) C_—J) =10 _=)
H H H ]
TrustSec .-._-.-
= T ?} o
‘ | == === ..-l =.l Apps www Database
e o L = E B
. . By . = = ==
Protect against threats S - . A " .
while meeting campus a Ed EIE o ar_rl;pu_s {__-> Access Layer
bandwidth demands. 2 istribution

‘tisco’ Elcore | elkoby



Enforce acceptable (App) use within the organization

| want to...

Stop risky web traffic,
control application use,

and allocate bandwidth.

cisco Elcore | elkoby

Reputation scoring

WWw

4000+ web and in-

house applications

@900
OO0
2000
000

...and additional
custom
applications

Gambling Application

Filter
unwanted
URLs

%,

SSL Decryption Engine

Decrypt
§/°#* www | hidden
traffic

Partlal

Block

— . Allow

User identity

Ql@ -

.BI K Prioritize

— ock —_gmmm Trafflc
Define

access Firewall Network
control



Extend secure access to other locations (WAN+RA)

| want to...

" Security feeds
Td ITOS URL | IP | DNS

Firewall VPN ’ ﬂ'g: ban.cIjV\s.clj.th =
igh availabilit
Distributed d y . . T
Enterprise » Hardware and virtual options

VPN o ssL AVC NGIPS
e Decryption

\ E ! ’ Firewal Engine
Branch
7 o’ Allow @
(5 —
1o TF
. Block
B ﬁbﬂ ; be Fi-rew:all Remote user Headquarters

Stop threats from getting

in by extending secure Branch WAN and : P

access to all users. nternet Remote Users Firewall Highlights

‘tisco’ Elcore | elkoby



Firewall Link Aggregation — High Availability - Clustering

Link Redundancy

O

@ O

LACP Link mm m Resiliency
Aggregation mmmsmmmmmms With link
Control o= ™R failures
Protocol

‘tisco’ Elcore | elkoby

@

High Availability Inter-chassis Clustering

Q@ O O

LACP Link
Redundancy
A/S HA Ha MO FTD 6*41xx, 5*93xx (no 3) Ha 1O FTD
AJA un A/S HA Ha MO ASA 2*ASA55xX, 16*41xx, 5*93xx (no 3) Ha

MO ASA



NEW NGFW Platforms

] ' '
ccccc



Firepower 9300 Overview Network Modules

Supervisor

* provides chassis management
* Network connection 8*1/10G SFP+
+ directs traffic to/from the Firepower 9300 security modules

« [ononHutenbHble ceTeBble NopThl 10GE, 40GE,
100GE

» OTgenbHble Mmoaynu ¢ Hardware bypass Fail-to-
Wire (FTW) 10GE, 40GE

.‘.:.:.:.:.:.:.:.:.:.:.:. ,
8g®0000 0000 0000 0000 &/

« , "/_-- R »
3RU
»
HEY
Security Modules Redundant Power supplies and Fans

+ Embedded packet/flow classifier (Smart NIC) and crypto hardware
* CPUs with a total of 24, 36 or 44 physical cores (48, 72 or 88 with hyperthreading) + 2*800-GB
SSDs in a default RAID 1
» Standalone or clustered within (up to 240Gbps) and across (1Tbps+) chassis
alel * Cisco (ASA, FTD) and third-party (Radware DDoS) applications
cisco  Elcore |elkoby” . giandalone or clustered within and across chassis



Supervisor Module

RJ-45 1GE Management Built-in 8*10GE Data Optional Network
Console Interface (SFP) Interfaces (SFP+) Modules (NM)

- Overall chassis management and network interaction
- Network interface allocation and module connectivity (960Gbps internal fabric)
- Application image storage, deployment, provisioning, and service chaining
- Clustering infrastructure for supported applications
- Smart Licensing and NTP for entire chassis

‘tisco’ Elcore | elkoby



Supervisor Architecture

2x40Gbps

Security
Module 1

s e T

Security Security
Module 2 Module 3

Internal Switch Fabric
(up to 24x40GE) H8 PL

On-board 8x10GE
interfaces

Slot 1 Slot2

(AN LA R AR
CIsco

€lcore | elkoby

System Bus
m——)

Ethernet

L et



Firepower 9300 Security Modules

- Three configurations
- SM-44 : 88 x86 CPU cores (54Gbps FTD NGFW)
- SM-36 : 72 x86 CPU cores (42Gbps FTD NGFW)
- SM-24 : 48 x86 CPU cores (30Gbps FTD NGFW), NEBS Level 3 Certified

- Dual 800GB SSD in RAID1 by default

- Built-in hardware Smart NIC and Crypto Accelerator
- Flow Offload
- VPN connection acceleration
« Transit TLS inspection with FTD 6.2.3+

]
cisco Elcore | elkoby



Security Module Architecture

System Bus
m——)
x86 CPU 1 x86 CPU 2
24 or 36 or44 24 or 36 or44 Eth t
cores cores erne
L et

2x100Gbps

Smart NIC and
Crypto Accelerator

2x40Gbps

Backplane Supervisor Connection

‘tisco’ Elcore | elkoby



Firepower 4100 Overview

Solid State Drives

Built-in Supervisor and Security Module * Independent operation (no RAID)

« Same hardware and software architecture as 9300 * Slot 1 today provides limited AMP storage: 200GB for
- Fixed configurations (4110, 4120, 4140, 4150) 4110, 4120 1 400GB for 4130, 4140

« Built-in 8*10GE Data Interfaces (SFP+) * Slot 2 future for AMP storage

Redundant Power supplies and Fans Network Modules

« 10GE and 40GE interchangeable with 9300
« Partially overlapping fail-to-wire options



Firepower 4100 Architecture

RAM

4110: 64Gb x86 CPU 1 x86 CPU 2
4120: 128Gb 4110: 12 cores 4110: N/A

4140: 256Gb 4120: 12 cores 4120: 12 cores
4150: 256Gb 4140: 36 cores 4140: 36 cores
4150: 44 cores 4150: 44 cores

4110: 1x100Gbps
4120-4150: 2x100Gbps

Smart NIC and
Crypto Accelerator

l 4110: 1x40Gbps
4120-4150: 2x40Gbps

Internal Switch Fabric %86 CPU
(up to 18x40GE)

e A T

On-board 8x10GE
interfaces Slot 1 Slot 2

‘tisco’ Elcore | elkoby

System Bus

m——)

Ethernet

L et



Firepower 4100/9300 Smart NIC and Crypto

x86 CPU 1 x86 CPU 2

Crypto Accelerator

» Single on 4110, dual elsewhere

* Up to 20Gbps IPsec/TLS each

» Configurable core bias to IPsec/TLS
IPsec S2S and RAVPN

TLS/DTLS RAVPN

* TLS inspection assistance

Cisco Programmable NIC

+ Single on 4110, dual elsewhere
» 40Gbps connectivity each System Bus
» Packet Matching and Rewrite a——)
» Tracks 2M flows for Offload

FXOS 2.3.1 Ethernet

Internal Switch Fabric —

‘tisco’ Elcore | elkoby



Firepower 2100 Overview

Redundant Power supplies and Fans
« only 4130, 4140

Integrated Security Platform for FTD or ASA Application
 Lightweight virtual Supervisor module

« Embedded x86 and NPU with Hardware Crypto Acceleration SFP/SFP+ Data Interfaces
« Fixed configurations (2110, 2120, 2130, 2140) * 4x1GE on Firepower 2110 and 2120
« Dual redundant power supplies on 2130 and 2140 only * 4x10GE on Firepower 2130 and 2140

ey — ® o OJEREY el vz S S zeze

SHE ezezezezececzezeze v=w; . - 0% 0 T ——

1RU |- :""’ eeesenetess < e ey {4
g,'J»q .. ..
& £ #‘ =y B
I"gl= - -

Copper Data Interfaces Network Module
* 12x1GE Ethernet » Firepower 2130 and 2140 only

+ Same 8x10GE SFP module as on Firepower 4100/9300

]
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Firepower 2100 Overview

- Designed and optimized for FTD application
- Data Plane runs on integrated NPU and crypto module
- Threat-centric Advanced Inspection Modules run on x86
- No separate Flow Offload engine
- Supports ASA application as well

- Single point of management for chassis and application
- Firepower Device Manager (FDM) for on-box
- Firepower Management Center (FMC) for multi-device

el
cisco Elcore | elkoby



Firepower 2100 Architecture

x86 CPU
2110: 4 cores
2120: 6 cores
2130: 8 cores
2140: 16 cores

Network Processor Unit (NPU)

Data Plane - 2110: 6 cores
2120: 8 cores
2130: 12 cores
2140: 16 cores

2110-2120: 2x10Gbps
2130-2140: 1x40Gbps

Internal Switch Fabric

]

Management
interface

On-board 12x1GE On-Board 4xSFP
copper interfaces interfaces

RAM
2110-2120: 16GB
2130:32GB
2140:64GB

RAM
2110-2120: 8GB
2130-2140: 16GB

YY" 2110-2120 :4x1Gbps 1t
1111 12x1Gbps ﬁﬁﬁﬁ2130-2140:4x106bps IH ! '8x106bps

Interface expansion
module (2130-2140 only)

‘tisco’ Elcore | elkoby
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4mm——)

Ethernet
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Benefits of Firepower 2100 Series NGFW
Dual Multi-core CPU Architecture

SU Stai n ed th rou g h p ut Layer 7 & Advanced Threat Engine
performance, when threat Multi-core CPU x86
functions are enabled vs.

Competing deSignS Layer 2-3 & SSL Acceleration

Multi-core CPU NPU

Flexibility and future-proofing
vs. ASIC-based designs that
degrade as new defenses and
functions are added

- Fast Path flows not requiring
threat inspection, further
enhancing performance

]
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Standard Network Interfaces

- Supervisor attaches network modules to network
- All interfaces are called “Ethernet” and 1-referenced (i.e. Ethernetl/1)
- All external network ports require fiber or copper transceivers

8x10GE ___4x40GE ‘ 2x100GE
e —— HpieneTeTeIsateie ey gessgatToitnaseet

-

@
B

2

Firepower 2100, 4100,9300 < Firepower 4100 and 9300 * Firepower 9300 only

Single width * Single width * Double width
1GE/10GE SFP » 4x10GE breakouts for * QSFP28 connector
OIR in FXOS 2.3.1 each 40GE port * No breakout support
* OIRINFXOS 2.3.1 * Future single-width 2x100GE and 4x100GE

‘tisco’ Elcore | elkoby



Fail-to-Wire Network Modules

- Fixed interfaces, no removable SFP support
- NGIPS inline interfaces for standalone FTD 6.1+ only

- Sub-second reaction time to application, software, or hardware failure
- Designed to engage during unplanned failure or restart events
- <90ms reaction time for Standby—Bypass with full power failure

Firepower 4100 and 9300

» Firepower 2100,4100 + Firepower 2100,4100 -« Firepower 2100,4100, -
* Single width  Single width 9300  Single width
+ 10M/100M/1GE copper < 1GE fiber SX  Single width « 40GE SR4

« 10GE SR orLR No 10GE breakout support
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NGFW Competitive
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Key Competitive Advantages

| *No Performance Hit from NGIPS I FW+AVC FW+AVC+NGIPS
+ + +

pA-3020 2G  1G (NGFw)

FW+AVC FW+AVC+NGIPS

2110  FW+AVC FW+AVC+NGIPS
2G 2@ (NGFw) i PA-3060 4G 2 (NGFW)

FW-AVC FW+AVC+NGIPS

R i FW-Only FW+AVC+NGIPS
7 e FG-10000 4.2G 3G (NGFw)
2130 FW+AVC FW+AVC+NGIPS
4.5G 4.5G ncrw)
, FW-AVC FW+AVC+NGIPS
B, CP5600 23 1 (NGFW)

FW+AVC FW+AVC+NGIPS

8G 8G nerw)

FW-AVC FW+AVC+NGIPS

= CP-5800 3G 1.5G (NGFw)

*Final Performance Values Subject to Change



Key Competitive Advantages

2@ AA) FW+AVC FW+AVC+NGIPS

:u‘o‘»’“bO
Ml PA-3020 2G 16 (NGFW)

FW+AVC FW+AVC+NGIPS

FW+AVC FW+AVC+NGIP ' ;
2G 2@ INGFW) ﬂ PA-3060 4G 26 (NGFw)

FW-AVC FW+AVC+NGIPS

e £G-5000 3.5G 2G (NeFw)

FW+AVC FW+AVC+NGIPS

3G 3G (nerw)

"ThE S46.000 T;gy FW+AVC+NGIPS
M NGFW
s FG-1000D 4. 3G | )

FW+AVC FW+AVC+NGIPS

4.5G 4.5G inerw)

@42 0\ FW-AVC FW+AVC+NGIPS
+200% S CP-5600 25  1(G  (NGFw)
FW+AVC FW+AVC+NGIPS LI CheckPoint FW-AVC FW+AVC+NGIPS

8G 8Gnerw) h CP-5800 3G 1.5@ (N6Fw)

*Final Performance Values Subject to Change ***HW Street Prices Compared



NSS Labs Releases 2017 NGFW Results

Barracuda Networks 100% 25.8% 100% 25.8%
Check Point 100% 89.6% 100% 89.6%
Cisco 100% 95.5% 100% 95.5%
Forcepoint 100% 99.9% 100% 99.9%
Fortinet 3200D 100% 78.6% 100% 78.6%
Fortinet 600D 100% 78.6% 100% 78.6%
Juniper Networks 100% 37.8% 100% 37.8%
Palo Alto Networks 100% 39.7% 100% 39.7%
SonicWall 100% 26.4% 100% 26.4%
Sophos 100% 90.4% 100% 90.4%
WatchGuard 100% 88.9% 100% 88.9%
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NGFW Licenses



IlnueHanpoBaHue nnartdopmbl ASA + Firepower
Classic licensing = PAK (npuBsizka NULEH3UU K YCTPOUCTBY)

dyHkunoHan FW, R&S, NAT, s2s VPN BKIto4eH no
YMOM4YaHUIO (MOCTOSAHHbIN)

BkntoueHbl Takke Control (AVC) and Protection
(IPS+Sl+File Control) nuueH3nn - NOCTOAHHbIE

O6HoBneHusa AVC Bkno4veHbl B SMARTnNet
[ o [ ] o

O6GHoBneHus curHatyp IPS TpebytloT oTaenbHYo

nognucky (TA-) °

®dyHkumoHan URL, AMP, IPS — BpeMeHHble nNognnckn Ha URL TA TAC TAM  TAMC
1, 3, 5 (Bkntoyasa oOHOBEHUS) HA KaXkaoe YCTPONCTBO

RA VPN — AnyConnect (Plus, Apex and VPN Only) PAK = http://www.cisco.com/web/go/license
licenses are required (NOCTOSIHHbIE UITU BPEMEHHbIE)

alfbel s
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http://www.cisco.com/web/go/license

IlnueHanpoBaHue nnartdopmbl ASA + Firepower
Classic licensing = PAK (npuBsizka NULEH3UU K YCTPOUCTBY)

= Security Plus Lic (onunoHanbHas Tonbko ana ASA5506X) — HA, > ceccuu, > VLAN
= Security Context Lic — Buptyanusaumna FW (nogaepxmBaetcs HadnHass ¢ ASA5508X)

- ASA un ASA on the Firepower 2100 — 2 x Security Context BKISIHO4YeHbl NO YMOSTYaHUIO

- ASA on the Firepower 4100 n 9300 - 10 x Security Context BKMO4YeHbI NO YMOMYaHUIO
= Licenses required for both elements of HA pair

= DDOS Protection lic based on known legitimate traffic 200Mb — 30Gb (41xx-93xx) - - by
Radware

‘cisco Elcore | elkoby PAK = http://www.cisco.com/web/go/license



http://www.cisco.com/web/go/license

ITnueHsupoBaHue nnatdopmbl Firepower Threat Defense (FTD)
Smart licensing = SA (oOwunn nyn nMUeH3un)

- ObHoBneHus AVC BkntoveHsl B SMARTNet
= Heobxoguma Strong Encryption License (3DES/AES)
o o o [ o o

= QyHkymoHan FW, R&S, NAT, AVC, s2s VPN BkntoyeH
N0 yMOn4YaHuio (MOCTOSHHbIN)

— AOonosiHnTErNbHaA, NOCTOAHHAA

= ®yHkunoHan URL, Malware, Threat — BpemeHHbIe
noanucku Ha 1, 3, 5 (Bkntoyas oGHOBMNEHMs) Ha -T -TM  -TC  -TMC -AMP -URL
Kaxgoe yCTpOMCTBO

Threat

= RAVPN — AnyConnect (Plus, Apex and VPN Only) (IPS/ Sl / File Control)

licenses are required (NOCTOSIHHbIE UITU BPEMEHHbIE)
Malware
(AMP / TG) Blue = Term-based

Smart Account - https://software.cisco.com/ Green = Perpetual

URL Filtering

cisco Elcore ‘ elko.by
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https://software.cisco.com/

INTnuenanpoBaHume nnatcgopmbl Firepower Threat Defense (FTD)
Smart licensing = SA (o6bwuun nyn nUUeH3nNn)

= Security Plus Lic BkrntoyeHa B Base license ans Bcex yCTPOWCTB

= Security Context Lic — Buptyanusauma FW - feature is not available in Firepower 6.2.3
= Licenses required for both elements of HA pair

= High Availability bundle — mnHyc 50% Ha nognucku Ha BTOpoe YCTPOMCTBO

= DDOS Protection lic based on known legitimate traffic 200Mb — 30Gb (41xx-93xx) - by
Radware

Smart Account - https://software.cisco.com/
https://cisco.com/go/smartaccounts

|
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https://software.cisco.com/
https://cisco.com/go/smartaccounts

3akitoyeHumne
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Cisco has an NGFW solution for every business

- ASA 5525-X/ ASA 5545-X/
- ASA 5555-X

ASA 5506-X / 5506W-X / 5506H-X /

5508-X / 5516-X A sy eldSaieieas -
Firepower Firepower ) )
2110/2120 2130/2140 Flrepower Flrepower 9300
4110/4120/4140/4150
NGFWs for SMBs and distributed Enterprise-class security for the internet From the internet edge to carrier grade
enterprises with integrated threat defense, edge, with superior threat defense, security for data centers and other high-
a low TCO, and simplified security sustained performance, and simple performance settings, with multiservice
management. management. security, flexible architecture, and unified
management.
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Cisco Firepower NGFW

*ﬁt

Fully Integrated Threat Focused

FW /AVC/ IPS Networkwide visibility

AMP — network / endpoint Industry-best threat protection
Analysis and remediation Known and unknown threats
Cisco security solutions Track / contain / recover
Application-aware DDoS

]
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Unified Management

Across attack continuum
Manage, control, and
investigate
Automatically prioritize
Automatically protect
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Cnacnoo 3a BHumMmaHue!

Makcum NMopuukmin
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